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Abstract— These paper deals with security disappear when we are sending message from one environment to another 
environment n mobile phones. Using reality mining we can determine three main objectives. 1) Determine the type behavior 
of another user using mobile phones by applying undergraduate dormitory for an entire year. 2) Determine the frequency 
whenever other user interacts with mobile phones and behavior of different properties used by other user. 3) We define 
reality mining as quantify and model long-term human behavior and Communal communications, by using mobile phones 
and wearable badges as sensors that detain real-world opposite communications. 

Such data and tools are promising for computational Communal science applications, but the authorized and ethical 
boundaries around data ownership and user security are still unclear. For example, who owns such employee data in a 
marketable setting? In the consumer setting, what data access rights should service provider have? How are users who don’t 
directly contribute in research or use applications affected? In the second part of this paper, we discuss our perspective on 
these questions within the situation of the above experiment. 
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I. INTRODUCTION 
When we are deal with online at that time our data will be 
stored into data storage and also our data will be available in 
cookies such example are characterize our behaviors such as 
in emails, on online Communal networking sites, in mobile 
phone call logs, in ATM machines, in metropolitan train 
systems. Many Researchers put their opinion from different 
quantitative fields are leveraging extensive communication 
data collected using mobile phones, wearable sensors and 
various online Communal tools to build underlying theories 
about human behavior. In the past, Communal scientists 
have relied on survey instruments to imprison such 
communication data. However, surveys do not provide fine-
grained data about the user’s day-to-day communications or 
communication with others. In addition, human errors are 
induced into surveys due to time error, telescoping effects 
and selective memory bias. In a survey of informant 
accuracy literature, Bernard and colleagues found that recall 
of Communal communications in surveys is typically in the 
range of 60% accuracy [5]. 

   In bulk market mobile phones are pervasive, long-term 
Communal sensors. Eagle and Pentland [10] coined the term 
Reality Mining, and used mobile phone Bluetooth 
transceivers, phone communication logs, and cellular tower 

identifiers to discover the Communal network structure, 
identify Communal patterns in daily user action, infer 
relationships, identify Communally momentous locations, 
and model organizational rhythms. Gonzalez et. al [13] 
analyzed GPS location traces for more than 100,000 
individuals and found that a simple spatial probability 
circulation could be used to describe human mobility 
patterns better than random walk or Levy flight models. 
Onnela and colleagues [22] used phone communication logs 
to describe the local and global organization of a 4.6 million- 
node network, and found that intermediate strength ties play 
a key role in the scattering of information. 

Similarly, many sensor techniques is used to capture 
information and learn the structure of Communal networks. 
Choudhury and Pentland [7] designed the Sociometer, a 
wearable sensor package for measuring opposite 
communication between people using an infrared (IR) 
transceiver, a microphone and accelerometers. opposite 
information captured using the Sociometer were used to 
model the structure and dynamics of Communal networks. 
The Sociometric badge [22] was designed to identify human 
movement patterns, analyze conversational things can be 
treat like investigation features and wireless communication 
with radio base-stations and mobile phones. Sensor data 
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from these badges has been utilized in various organizational 
contexts to automatically predict employees’ self-assessment 
of job satisfaction and quality of communications [27]. 
Other researchers have used online data from emails, viral 
recommendations or Communal networking sites. [2, 19] 
However, in this paper, we focus on tools that capture 
opposite communications. 
 

In the following sections, we provide two examples of 
reality-mining experiments and behavioral inferences. In the 
final section, we discuss the privacy implications of our 
research. 
 
II FIRST STUDY: MODELING COMMUNAL 
MOVEMENT USING MOBILE PHONES 
 

A. Research Goal and Experiment Design 
 

Communal networks play a fundamental role in the 
propagation of ideas, opinions, innovations, 
recommendations and media. Circulation is the phenomena 
of propagation within a Communal network. Communal 
influence is the ability of a node to influence the propagation 
process, by inducing other nodes to adopt or reject the 
transmission. Models of Communal circulation and 
influence have been studied in many different forms, i.e. the 
transmission of political opinions and news in political 
science [16]; the circulation of innovations in management 
science [25]; the value of novel information in 
organizational behavior [2]. Several simple probabilistic 
models of circulation processes, like the threshold model 
[13] have been proposed. 

In order to create realistic predictive models of circulation 
phenomena, we need to train with a complete picture of the 
Communal communications between participants and the 
exogenous variables that affect the transmission process. An 
important aspect missing from prior work is fine-grained 
data about communication and face-to-face communication 
between individuals. With mobile devices that capture face-
to-face communication, we can explore questions like-- if 
we measure who talks to whom, and how often, does that 
represent the transmission probability between two people? 
Does regular co-location or frequent communication imply 
greater Communal influence? What is the role of different 
types of communication and communications, e.g. the 
communication in the workplace or in Communal milieu – 
do they translate into different types of Communal 

influence? Is one type of communication more powerful 
than the other? 

To understand these circulation behaviors, we outfitted 
sixty-five undergraduate residents of a university dormitory 
with Windows Mobile smart-phones, enhanced with 
software for long-term data collection. These participants 
represented eighty percent of the total population of the 
dormitory, which is known for its pro-technology orientation 
and tight-knit community. 
 
The phones periodically scanned for Bluetooth wireless 
devices in proximity. Mobile phones are equipped with class 
2 Bluetooth radio transceivers, which have a maximum 
range of 10 meters. Bluetooth and other wireless-radio based 
co-location techniques have been used to identify the nodes 
and edges in the Communal network graph [12]. 
 The phones periodically scanned for Wi-Fi (WLAN 
802.11b) access point identifiers. Since the university 
campus has high Wi-Fi penetration, these identifiers can be 
used to infer homogeneity and entropy of location and 
proximity patterns, e.g. is there a cluster of users who tend to 
visit similar locations frequently? 

All phone call logs and SMS logs were captured. 
The temporal and frequency features extracted from 
communication logs can be used to infer strength of 
Communal ties and identify relationships, e.g. how often do 
certain people call on weekends?  

A custom music player was installed on the phone, 
which allowed participants to play, share, rate and search 
through the music library. Participants had access to over 
1500 independent music tracks from many different genres. 
All events were logged on the server-side, and user-ratings 
were used to control for music quality in the analysis. To 
send a track to any other participant, participants could 
simply click on the ‘share’ button on the mobile phone 
application and select the recipient.  

To eliminate confounding effects, special care was 
taken to ensure that the music was not featured in mass 
media or was otherwise familiar to the participants. All the 
content was sourced under the Creative Commons license or 
with explicit permission from the ‘indie’ artists.  
 
A. Analysis and Results  
 
1) Predicting Relationships:  
 
The following features were extracted for every participant 
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dyad and used in the subsequent analysis of relationships 
and sharing behavior. 
 
� Communication features:  

Total communication, off-peak communication (after 
11pm and before 8am), weekend communication 
(Saturday and Sunday of the week), incoming versus 
outgoing communication and SMS communication  

� Location features:  
Jensen Shannon divergence between distributions of 
the first hundred most-frequently observed WLAN 
IDs between individuals. Co-location based on 
WLAN ids has low resolution (100-300 feet indoors) 
and was not used.  

� Where mentioned below, the number of music tracks 
shared between two participants was also used as a  
feature 
 
To train a model that predicts the relationships 

between participants using Communal interaction data, self-
assessments of relationships between dyads (‘friend’, 
‘acquaintance’, or ‘don’t know’) from the sociometric 
survey were used as training labels. The communication and 
location features are correlated with the user-stated 
relationship (r = 0.6, p < 0.01). In addition, if we consider 
that music spreading through a Communal network is an 
‘active probe’ that reflects the strengths of Communal ties, 
and use the number of music tracks shared as an additional 
feature, this correlation improves (r = 0.66, p < 0.01). The 
communication and location features help discriminate 
between different types of relationships, i.e., friends vs. 
acquaintances. The total communication and total number of 
shares between individuals are positively correlated with 
both friends and acquaintance types of relationships. The 
off-peak communication and SMS communication features 
were positively correlated only with the ‘friend’ 
relationships, and not with the ‘acquaintance’ relationships. 

These features can be used to a build Bayesian network 
classifier (cost-sensitive, 5-fold cross -validation) that 
predicts whether two individuals are close friends based on 
the communication data available for them. The overall 
accuracy of such a classifier using only ‘passive’ mobile 
phone features is 87.3% (f-measure = 0.646 for the Friends 
class). Similar to the above case, we can improve the 
accuracy of such a classifier by using the number of tracks 
shared between two people as an additional feature to 90.1% 
correctly predicted relationships overall (f-measure = 0.727 

for the Friends class). Since only 28% of all possible dyads 
are friends, a cost-sensitive approach is used in model 
training and classification errors for the ‘Friends’ class were 
penalized more than the ‘not-Friends’ class by a factor of 3. 
 

2) Predicting the Sharing of Music between Dyads 
 
The communication and location features extracted from 
mobile phone logs are correlated with observed sharing of 
music (r = 0.65, p < 0.01). The specific features that are 
important predictors of sharing are: total calls and total off-
peak duration, SMS communication and the KL divergence 
of WLAN IDs. Dyadic sharing behaviour shows a higher 
correlation with automatically captured mobile phone 
features than self-reported relationships (r = 0.42, p < 0.01 
for mutually acknowledged Friends). This result indicates 
that Communal interactions automatically captured using 
mobile phone sensors may be better predictors of the 
transmission probability than user self-assessments. 

 
The media propagation observed in the experiment was 

further broken down into two distinct types: 
• Approximately 70% of the total shares were between 

‘mutually acknowledged friends’. For this subset of 
dyads, the correlation of location and communication 
features with propagation is even higher. This reflects 
diffusion within cohesive Communal ties.  

• The remaining 30% of shares were between strangers or 
weak ties. For this subset of dyads, the location and 
communication features are not significantly correlated 
with sharing. This form of diffusion is consistent with 
the theory of weak ties.  
 
The observations of sharing between participants can be 

broken into a 2-class (sharing /no-sharing) or 3-class model 
(‘no sharing’; ‘low sharing’; and ‘high sharing’; class 
boundaries were selected based on the distribution of 
shares). Without any prior relationship data and using only 
mobile phone features, the 2-class prediction accuracy using 
a cost-sensitive Bayesian network classifier is 71.5 % 
(precision = 0.69, recall =0.426 Sharing class). With a 
similar model, the 3-class, 5-fold cross-validation accuracy 
is 69%. By implementing a hierarchical Bayesian model, 
where relationships are inferred from mobile phone features, 
the 2-class classification accuracy for sharing increases to 
74%. 
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III. SECOND STUDY: MODELING 
INTERACTIONS AT THE WORKPLACE USING 
BADGES 
 
A.  Goals and Experiment Design 
 
Studying organizational behavior in detail over long periods 
of time has long been a challenge to the Communal science 
community [2, 4, and 8]. Human observers are expensive, 
suffer from subjective opinions, and it is difficult for them to 
remain unobtrusive in an organizational environment. As 
described previously, surveys based on participant recall 
suffer from memory effects. More recently, e-mail and other 
forms of electronic communication have been employed to 
examine relationship structure (i.e. Communal network 
structure) [14]. This research has led to a greater 
understanding of how organizations function and what 
management practices lead to greater productivity, but 
important communications are usually face-to-face [18]. 

What is necessary to alleviate these problems is a device 
that could automatically record the behavior of hundreds of 
individuals with high accuracy over long periods of time 
[23]. We have created a wearable Sociometric badge that has 
advanced sensing, processing, and feedback capabilities 
[21]. In particular, the badge is capable of: 
 

� Recognizing common daily human activities (such 
as sitting, standing, walking, and running) in real 
time using a 3-axis accelerometer  

� Extracting speech features in real time to capture 
nonlinguistic Communal signals such as interest 
and excitement, the amount of influence each 
person has on another in a Communal interaction, 
and unconscious back-and-forth interjections, while 
ignoring the words [24].  

� Performing indoor user localization by measuring 
received signal strength and using triangulation 
algorithms that can achieve position estimation 
errors as low as 1.5 meters, which also allows for 
detection of people in close physical proximity 
[15].  

� Communicating with Bluetooth enabled cell 
phones, PDAs, and other devices to study user 
behavior and detect people in close proximity.  

� Capturing face-to-face interaction time using an IR 
sensor that can detect when two people wearing 
badges are facing each other within a 30°-cone and 

one meter distance. Choudhury [7] showed that it 
was possible to detect face-to-face conversations of 
more than one minute.  

 
This represents a fundamental shift from earlier work in 

organizational behavior, since with this technology we are 
able to objectively quantify behavior at a level of detail 
unimaginable just a few years ago. In addition, we can 
examine radically different behavioral features than is 
possible using traditional observational and survey methods. 
Using this data we hope to put the Communal back into 
organizational design and help people gain a better 
understanding of how their behaviors impact their 
performance and satisfaction at work. 

To study how effective network structures differ in face-
to-face networks, we deployed our Sociometric badge 
platform for a period of one month (20 working days) at a 
Chicago-area data server configuration firm that consisted of 
28 employees, with 23 participating in the study. Each 
employee was instructed to wear a Sociometric badge every 
day from the moment they arrived at work until they left 
their office. In total we collected 1,900 hours of data, with a 
median of 80 hours per employee. All of these employees 
were male, and since this was a recently formed department, 
none had been employed for over a year. Still, there were 
five recognized experts, and in our analysis we controlled 
for skill level differences. Electronic communication was not 
extensively utilized in this firm for task-related 
communication, so we did not collect this data. Below, we 
explain the actual task structure for these employees, and in 
our analysis, we examine employee behavior at the task 
level rather than at the individual level. This allows for a 
much finer-grained analysis than would otherwise be 
possible, as well as uncovers some startling results. 
 
Task Structure and Productivity Data 

 
Salesmen in the field used an automated program to 

request a computer system configuration for a potential 
customer. These configurations are automatically assigned a 
difficulty (basic, complex, or advanced, in ascending order 
of difficulty) based on the configuration characteristics. 
Employees in the department are then assigned a 
configuration task in a first come first served fashion. This 
configuration task may require them to use a computer aided 
design (CAD) program in order to satisfy the customer’s 
needs. Finally, the employee submits the completed 
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configuration as well as price back to the salesman, and the 
employee is placed at the back of the queue for task 
assignment. The exact start and end time of the task is 
logged, and the number of follow-ups that are required after 
the configuration is completed is also recorded in the 
database. We were able to obtain this data in addition to the 
badge data, although in our analysis, we only examined tasks 
where the employee was wearing the Sociometric badge for 
the entire task duration. 
 
Measuring Cohesion 
 

Network constraint Ci measures the degree to which an 
individual’s contacts are connected to each other. Pij is the 
proportion of i’s network time and energy invested in 
communicating with j. Network constraint can be used as 
proxy for measuring network cohesion [6], and network 
diversity is simply computed as 1-Xi. 

 

 

 

We expect face-to-face networks to require different 
network structures to transfer fundamentally different types 
of knowledge when compared to email networks. 
Structurally diverse networks that use less rich media such 
as email are beneficial for obtaining diverse sources of 
information and consequently improving worker 
productivity [3]. Based on information richness theory and 
Communal network theories, cohesion (rather than diversity) 
in face-to- face networks should improve work performance 
as face-to-face communication is typically used to transfer 
more complex, embedded knowledge, and because network 
cohesion aids complex knowledge transfers. We therefore 
hypothesize that network cohesion is positively associated 
with work performance in face-to-face networks. 
 
B.  Analysis and Results 

 
Network cohesion is positively correlated with work 

performance. Instead of reducing speed and productivity, as 
in email networks, a one-standard-deviation increase in 
network constraint in face-to-face networks is associated 
with a 9.5% increase in the speed of task completion, 
demonstrating that cohesive ties in a face-to-face network 

are more conducive to productivity than diverse ties. We 
suspect that the information transmitted in face-to-face 
networks is inherently different from that which is 
transferred in email networks. It appears that the advantages 
of using face-to-face communication to transmit complex 
knowledge are enhanced in cohesive networks. These results 
show that having a tight Communal group that can lend 
Communal support and enable trust to develop is extremely 
conducive to creating a more friendly and productive 
organizational environment. 
 
IV. REALITY MINING REGARDING PRIVACY 

 
The earlier sections shows that we can draw rich 

deductions from peoples’ digital data—their associations, 
their exposure to and likelihood of adopting Communal 
behaviors, and factors that impact and enhance their 
productivity. These data and computation tools hold the 
promise of communally aware applications and 
technologies. In the course of running these experiments, 
however, participants often raised important questions about 
their privacy and how this data would be used. Our results 
give us some hints as to how companies will make use of 
this kind of data in the future, so below we examine in detail 
the most common and pressing concerns. 

 
A. ‘If I am an employee, does my company own 

my workplace behavior data’? [1] 
 
Technology used to monitor workplace interactions has 

the potential to increase general security and employee 
productivity, but there is also potential for disproportionate 
loss of workplace privacy. In general, the European Union 
has more stringent data privacy policies than the United 
States. The EU Directive on Privacy and Electronic 
Communications, which pertains specifically to public 
networks and public employees, claims that storage of 
individuals’ communication data is usually only permitted if 
users offer their explicit consent [11]. With regard to laws 
applicable to both the public and private sector, Article 8 of 
the European Convention on Human Rights maintains that 
“everyone has the right to respect for his private and family 
life…and his correspondence,” which has mostly translated 
to courts upholding one’s right to privacy, even when one’s 
personal correspondence occurs through company-owned 
machines [17]. 
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The United States, on the other hand, has a 
relatively loose policy concerning employee monitoring and 
has few laws that govern this area. There are few stipulations 
when it comes to storing data on company-owned servers 
because as long as there is no expectation of privacy, 
companies are permitted to access communications, such as 
e-mails, which are stored on their servers. In fact, as long as 
employees do not have a reasonable expectation of 
privacy—usually because employers have informed 
employees of possible monitoring—employers are allowed 
to monitor employees through forms such as phone, 
computer, and video surveillance [11]. 
 
Currently, the use of Sociometric badges in corporate 
settings seems to fall entirely within the scope of US law, as 
one can claim that the use of the badges is analogous to 
unconcealed video surveillance of a “publicly-accessible 
area,” since both noticeably gather data about people’s 
interactions, movement, and location [28]. After reviewing 
currently pertinent US and international laws concerning 
privacy in the workplace, it seems that the most appropriate 
approach to Sociometric badge data collection and storage 
would be to have third-party companies store badge data and 
implement the badge systems. In this case, the company 
utilizing the badges would not be in possession of the 
personally identifying raw badge data but could obtain 
certain network-level statistics about employees on both an 
aggregate and individual level. Assuming that this policy 
would be fully disclosed to employees, such measures would 
not only provide employers with useful metrics to help 
improve work culture and productivity, but they would also 
give employees a greater degree of privacy than the bare 
minimum required by US laws. We believe that, when using 
the badges, it would be best to follow guidelines established 
by the International Labour Organization, in which case 
badge data would only be lawfully collected and/or 
transferred with the informed consent of employees, workers 
would have access to their securely-stored personal badge 
data, and data would only be collected for “reasons directly 
relevant to employment” [28]. 
 
B. ‘If I am an individual, does my mobile operator or 

banking institution own my behavior data’? [1] 
Phone companies collect data about their users, called 

Consumer Proprietary Network Information, or CPNI. 
Although the phone companies own this data, the Federal 
Communications Commission, through the 

Telecommunications Act of 1996 Section 702 maintains 
fairly strict requirements on how the data is used. 
Companies are required to ensure the privacy of the data, 
and may only disclose the data to business affiliates who 
provide secondary services necessary for the 
telecommunications services being provided (all affiliates 
receiving data are required to keep the data as private as 
does the original company). They cannot disclose the 
information to third parties for their own marketing 
purposes, but they are required, upon written request from 
the customer, to disclose the customer's information to any 
party specified. The chief variation between phone 
companies' privacy policies is whether the company adopts 
an opt- in or opt-out policy. Banks maintain similar privacy 
policies, as required by Regulation P: Privacy of Consumer 
Financial Information (12 CFR 216) of the Federal Reserve 
Board. 

In addition to having the right not to have their data 
released, consumers also have the right to force 
telecommunication companies to release data on their 
behalf. If a third-party company, not licensed by the 
company, wants to use the data with the user’s permission, 
the user is only required to submit a written request 
designating the recipient (47 USC 222) and the 
telecommunication company is required to comply (e.g. if a 
user wants to use a third-party application for value-added 
analytics on his/her Communal data). With financial data, 
the laws empowering banks do not appear to require the 
release of information, although banks are permitted to 
release information at the direction of a consumer (12 CFR 
216.15). 
 

B. ‘If my data is anonymizzed that means I’m safe, 
right?’ 

Many publicly released datasets rely on removing all 
personal identifiers from the data, in an attempt to 
anonymizze the dataset so the participants cannot be 
identified, but this approach alone may not guarantee 
participant privacy. For pure Communal network data, 
Backstrom and colleagues [3] have proposed a family of 
attacks whereby it is possible to identify original participants 
with the help of embedded nodes. They suggest both passive 
and active forms of this attack, and identify 2400 edges in a 
4.4 million-node network, by creating only 7 dummy nodes. 
Narayanan and Shmatikov [20] demonstrate a different 
method for passive de-anonymization by using a known 
auxiliary graph related to the anonymized dataset. From the 



International Journal of Research in Advent Technology, Vol.2, No.12, December2014 
E-ISSN: 2321-9637 

 

82 

 

legal perspective, the use of such anonymous data (i.e. 
personal identifiers removed) is not specified under the 
provisions of the US Electronic Communications Privacy 
Act, but was mentioned in the EU Directive on Privacy and 
Electronic Communications [Directive on Privacy]. 
 

C. ‘I’m not a participant or application user. 
Are you collecting any data about me’? [1] 
 

It is possible that Reality Mining applications may collect 
data unintentionally from non-participants and other third 
parties. Consider a simple example—a sensor that 
periodically scans and logs Bluetooth devices at a particular 
location. Individuals who are not application users may 
object that their unique Bluetooth identifiers are logged by 
the system. However the data being collected is public 
information and non-users are free to set their Bluetooth 
devices to non-discoverable mode (the default setting on 
most new phones and laptops, where Bluetooth 
communication is active but the unique identifier is not 
continually broadcast). Consider a legal precedent—the case 
of Smith v. Maryland [26]. Smith established that, when 
making phone calls, there existed no legitimate expectation 
of privacy with respect to information such as the recipient 
or duration of a call. The Bluetooth argument is analogous, 
i.e. if you are broadcasting your Bluetooth identifier; you 
have no expectation of privacy with respect to your 
Bluetooth identity. Smith, though, applied to the internal 
records of the phone company contracted by the caller, and 
an argument can be made that there still exists a legitimate 
expectation of privacy with those companies not specifically 
contracted by the caller. Similarly, since the non-user has not 
contracted the application developer (e.g. by not using the 
application), the non-user has a legitimate expectation of 
privacy where the collection of his data by the application 
developers is concerned. Overall, in the Bluetooth case, the 
application developers would likely not be legally liable 
even if they collected Bluetooth ids of non-participants 
(under 652B, Intrusion Upon Seclusion) since the 
information is public and therefore carries no legitimate 
expectation of privacy. However as the data collected 
becomes progressively more private, the potential liability 
would increase. 
 
V. CONCLUSION  
In this paper, we describe three studies that show how data 
can be protected by using various type of techniques which 

was mention above. Sociometric badges helps to understand 
the behavior of mobiles. Mobile phones are used to identify 
the data uniquely in accurate manner. Similarly, these 
features can determine the future threads within a 
Communal network. Similarly, badge can be used to 
improve face to face communication and increase task level 
performance. It provides the security between different 
communicators on different plat forms.  

Many security questions can be resolved by using above 
techniques such as within company settings, badge data 
today would be viewed as any other company property. 
Inside Communal settings there are more boundaries as far 
as service provider’s ownership of the data, but not all 
companies make it easy for their consumers to control 
sharing of their data, employing avoid rather than employing 
confront  policies. Actually big data prevention is difficult 
because of many attacks from network and third party. Third 
parties can modified the data during the data collection 
process, so in this case we have to consider privacy safe 
guard. 
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